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Abstract: Dynamic access control model is the theoretical basis for constructing a dynamic access control system
for big data. However, most existing access control models can only fulfill dynamic access control in a single

scenario and are unable to adapt to access control in multiple types of dynamic scenarios. These scenarios include
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changes in the contextual environment of big data, changes in entity relationships, and changes in the state of objects.

To address these issues, an analysis was conducted based on the research of existing access control models and the
dynamic factors of big data. Subsequently, scenario-aware access control (SAAC) model was proposed, which was
based on dynamic factor conversion and scenario unified modeling. All types of dynamic factors were converted into
basic elements such as attributes and relationships. Then, scene information was incorporated to model the various
types of constituent elements in a unified manner. A big data dynamic access control model was constructed based
on scene information to support multi-type dynamic factors and extended dynamic factors. The working framework
of the SAAC model was designed, and the SAAC rule learning algorithm and SAAC rule execution algorithm were
proposed corresponding to the workflow of the framework. This enabled the automatic learning of access control
rules and dynamic access control decision-making. The security of the proposed model was analyzed and verified by
introducing the non-transitive non-interference theory. To validate the effectiveness of the access control policy
mining method of the proposed model, experimental comparisons were conducted between the SAAC model and
baseline models such as ABAC-L, PBAC-X, DTRM, and FB-CAAC using four datasets. The experimental results
demonstrate that the SAAC model and its strategy mining method outperforms the baseline models in terms of
metrics such as area under the curve AUC, monotonicity, and steepness of the ROC curve. This verification confirms

that the proposed model can support multiple types of dynamic factors and dynamic factor extensions, and that the

combined effect of the access control rules obtained from its mining algorithm is relatively high.

Keywords: big data, access control, dynamic factors, scenarios, non-interference theory
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Figure 2 Scenario-aware access control model
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Figure 3 Working framework of the scenario-aware access control model

H (FovrEEEL) .

YR A5 B R AAE A 505 2 BSe Al
P 5AE R ASc.

V7 IRl P S 2 A7 ik SAAC RUUANE 2
N SAAC LB E T i 2 TRz 545 2
BT LIRS S 2 AR AT R R A R . AR 7]
FEGREI, X AR SRIEATRR M, P2
A V7R B ARBERABR - LA RTx B SR i K A
BAEFRAY, SAAC ML SEE. VinHEER
NEEREAERG ATUASCRAEE TR IR, BRSO, ¢
A IR ER AT R, 5 KR
AV HIR R 2. @B, TSy
PERIRUM A6 J0E. SR, Ak, phRAELE
THAR PATHIR R

(2) ThegHot

SIS SR ISURER AR R E R Ak
WEE CEAE ERRA AR 55 AR =
PonsfE D REMBIRIREEIEIERS S E. K
AE L PR VTR E AR S Ui R#RAE Op.
VIR 3RS By BT AR O, DL BTG
) A U 1) H A5

2R T A TN E B Vi H&
PEHZARAE R, DAAE RO T3 s B U ] 47 il
FIOU], g T L D) A7 i D [ 42 i SRS 2 o

TG B A ST N IR BV B R R A
ERRED, HTEW. BT AR
Fj

SEME PR AT PEP B K (117 100185 SR 34T
WS, IR VYT R R IE . PSR
WS BIE R RIS R AE B Vi ] S 1
SAAC U, 47735 5ef5 BAT i RA5 Bk 7L
fic, 7330k

TR I it £ A7 T B WSO 1) 7 [ 428 o R SR
STV 1)1 SR 5 el RS ST h] . X i
U7 1 AR SR B RS STl I, T AR A
B A SR B RS A Fe Vs .

3.2 HEZRSEEE

HEZE 1) TAE AR 2 ZLALHE SAAC B > By
BUFI SAAC MUMPATEY B Hordr, B2 >)id 2
WL 1R,

iR HERSSB B 1 SAAC A2

HIN AIR, RIR, ALR



+ 70 - W2 55 (5 B 22 Al

510 %

it SIR,ACPR

1) ACPR—NULL,Rules c«~NULL
2) ALRc—ALR

3) while | ALR¢ [>0 do

4) a_items=Frequent(ALRc,AIR, &)

5) for a itemin a_items do
6) r_item[]=Index(a_item, RIR)

7) r_items=r_items + r_item[]
8) end

9) BSc=a_items+r_items

10) ASc=SA(BSc)

11) Sc=BSc+ ASc

12) SIR«Sc

13) for Sc_iin Sc do

14) rule_i= GenerateRules(Sc i)

15) Rules c=Rules cUrule i

16) end

17) ACPR =ACPRURules ¢

18)  ALRc=ALR¢ - L(Rules _c)

19) end

20) return SIR, ACPR

FESRE 1, WIIRE ACPR. =T RV I
EHIELN A Rules ¢ 7% (NULL), #4vjjin] H
SEMHEES ALR BES 46 HEE B %E
ALRc 3 D)~2)17). PATHRINZIEIRGE,
FH FP-growth i3 45 % 15 b 5 Frequent(), M
HSRIFH AN ST S a_items, X LA ETAE 2R
PEER, & RANEIURME (B8 3)~4)47). fKIKXHH
ZIi4E a_items RN BT a_item, &
) RIR H XK R roitem, 153K R4E
r_items (2 5)~8)47). B L@ a_items &
A B B A7 545 B4R BSc, FEAEm A5G
EAE ASc (B 9)~12)11). W\I75fs B MKk
S —ANJ8FK Sci, A H K% Generate
Rules(), A2 RO B )55 1) 4% 1 B0 rule @, A
Rules c(#f 13)~16)17). % # ACPR, 3 M ALRc
H i B Rules ¢ XM IIRTA HE%H . thid 26
4k4f, HEIEGHTA ALRe, fi SIR Al ACPR
(5 17)~19)41).

A FIRENE, HRIRAE B AR S
REMEEPE Vilal HE 35 5 R0 < 1

JEYERRRE R . BERSRAE BRI RIEA
Yfs 8 BSe, JFRAML S ) M4 A5 2 ASc,
A REREY. HIRER Sc #2412
SAAC N, A7 A\ V7 Il RN % ACPR.

SAAC HUMHATIEFEUEL D 2 P

B2 MEZRSESHE-F B 2 SAAC FLN
AT

#IN  Requests, SIR, ACPR

Wt Rules R

1) Rules R—NULL

2) while(r in Requests '=NULL) do

3) at_r=Collect(r)

4) sc_r=Find(at_r, SIR)

5) rule r=Query(sc_r, ACPR)

6) Rules R=Rules RUrule r

7) end

8) return Rules R

FESE 2 0, WIAR W & 2T U7 1715 5K Requests
i EEPAT B U7 NSRS Rules R N2 (5
DAT) o HATTEASEH, XF Requests ()5 — M
FiER r, REHBREGER at_r, KIE at_r &
SIR FR1FIXIHRK r XM HIGRAE S se_r (5 2)~
A7) WA sc_r £ ACPR HOW BRI I 45|
N rule », FFUN Rules R H (55 5)~7)4T).
WAR AL BT A Ui 1A 45 3K, 3 8] T i 47 1 K0 5=
Rules R (Z 8)17 ),

4 SAAC REIZ M

AR CAEAE % DDTAC-BSS (distributed dy-
namic trusted access control based on security sub-
system) A2z Aok A3 Ay AR R JERE 1,
SINAEAE 8 I TE T PRFLIR 1O BT SAAC A3k
1T AR

B, AT SAAC BRIE T 1V )45
HIRG M, RGOFEMT. KB KR 3 . £
T SAAC BRI AP R 5 AR Ak 3 fr
TNe G M=(ST,D,A,0ut). HH, RYFIALHIIT
FHHEIEH A IE X, sources. ipurge 115 737
n3(32), B3 IRAEAALIE KL T-IEL L,
ARG L ANGH, WL L TINER, RS
e LA o



14

FROIRAE: BT I SR AU i AR <71~

3 EHT SAAC REUMIEHZHI R G FF S KR

Table 3 Notation and description of access control system based on SAAC model

e Fiine) fiid
AR ST RYIREHE, ST={sto,st;, st} st Fx RAEHILRE
D GAIR, AIEERIK d WREK dp V7RISR 0, (d, TTA05 9V AR P dy U R SEHES 0,
4 1T HEE, A={as.a1,a, }» a,»%ai% i MT R RHE SAAC AL, AT NWFEVT FHE K arequests iﬁ[ﬂﬂlﬁwj response~
7 I8 R agecisions VI T FEH T2 Genforcements 5N dscawares VI T FEHIHL AL B, Grutese 24T M
Out i 4 SR
HH domA—D TN AW B, IR B RAT A PTR B 2 4. dom(a) €D FIRAT N a; X RLHA %2 45
step:STxA—ST RGRAE st IEPATITN ai G RGURE st (0<i<<n), 10 sti+1= step(st;,a;)
run: STx4*—ST ROORA st FEWAT — RIT A a JEHEANRGURT st (0<i<n), LM sty = run (st @) 1, a RITAF
B, RIRNA a=ais pazae, - ap AT NERE
output:STxA*—>0ut  RGURE st (EPAT— RIUTH o FWHIHER, 124 outi= output(st, a)e 4 a RA—IATHNES, output
FORFUBIAT G0 45 R
ipurge: A*xD—4* AL IR KB, WT AT a TR 5% € 2438 d TN, 1228 ipurge (a,d)
sources: A*xD—2"  {E— AT A FF ARG IR R RHZAE MR 91Ty, 18 sources(a,d)
KHR ~> TR FR: TR AR R % 402 18 (4% B AR
*> TFMKFR: FRFEIEANFE 2 mIE R
a MBEEM K T FRNL A d BT, RIRE st BIURE st REM . st, istj = output(st;,a) =
sty output(st,a)
st, ;st,. FHENKR: RPELEHREN—AFIP, RERE st FRE sy ZEMI. sti;stki dlf(w e

d
C:st,~st )

sources(J,d) ={d}

sources(a o a,d) = {

sources(a,d) U {dom(a)},HH', Fv:vesources(a,d) A dom(a) ~>v (32)
sources(a, d ), HAth
. . a oipurge(a,d), dom(a) € sources(a o a,d)
ipurge(D,d) = Jipurge(a o a,d) = 33
purge(J,d) = Jipurge( ) {ipurge(a, d), Fofths (33)
output(run(st,, &), a) = output(run(st,,ipurge(e,dom(a))),a) (34)

1BE RAVIMIRA sto 2241, (345
FEMZ IR RGEMHIIIRES sto ATAT A a Ja $h
T8 a WA R, EHFXAMERTH
FE3 o WHERRAT N a P& 24380 T HRIAT N,
RGIVIIIRE sto AT ERLTEBRERAE AT N
FEHATIT N a KSR . XTHET SAAC i
RV PR R G, RS PAT VT HHE AT
T SRIFAIAT T AN 2 5 M ) i 7 WL 5 81 ) 2 e
HAE R W SRIEAS 2 T4 S Ak Sy KE SAAC

ARG R34, FINIELBRISRIT e, 16
ERGE) 2 A

EIE 1 AL s R EO, >y e AR
RHENS, RE M RIp2 R, 4 M ke
FHIKAERS, S F~>Rt 2 A,

1) Hrh—2k.

dom(a)
st, ~ st, = output(st,,a) = output(st,a)

2) 5950 —Etk,

(35)



© 72 W2 55 (5 B 22 Al

510 %

d dom(a)
stl.wstj/\st[ ~ stj:>
(36)

step(st;,a) rdv step(st ;, a)
3) RESTIES
dom(a) > d = st, rdvstep(st,.,a) 37

WEBFE S W SCRR[46] e B 7 EW, BhAb
N S

I 2 T SAAC BRIV M5 R4
A RIBPAT T RAT I, Vg el 428 S AT A 5%
AT RFFE G, Vi el ek b e R AO0 5% 3 1) R ¢
AR AR, RATE RO i B 32 JE A% 386 o+
P o

MERA

1) TR ARAE ISR, R M I 2 AL .

BT SAAC AT R #H) R4, ¥ 715
KIK dyv MR d, U7 AR d,,  FU5 R ]
Sl K v SR SR o B 3 4y B A2 (d, ~>d,) A
(d, ~>d,)A(d, *>d), BRI V7))
FHOG, Uy il i e i S O, FLTE SRR g
REIAE R F~> R A B G

2) i e A — B .

dom(a)

st, ~ st, = output(st,,a) = output(st ;,a) FOL
3)%E%$f ES Qi

dom(a)

st, Nst Ast, ~ st :>step(stl,a)~step(st ,Q)

JROL
4) L R ER T .
i B IS R AR AL

sources(a,d)

d
st; = run(st,,@) ~run(st,,ipurge(a,d))

st, =
(38)
ﬁLE%%ﬁﬁﬂ%
B, 2a=0, E)MIL.

im,@uﬁﬁﬁﬂaMﬁfﬁnﬁﬁa$
BRAL, WURAEKE R n+l M ERSL, BIHATAT A
P8 ao e JG WAL, W2 Rk, Frik,
W38 AL, T 7 ELIE B

sources(aoa,d)

st, ~ st;=run(st,a0Q)
(39)

d
~run(st ,ipurge(a o @,d))

@ 4 dom(a) esources(aoa,d) If, HH(33)
A
ipurge(a o @, d) = a o ipurge(e,d) (40)

BER, HRIER38). K (40), xR (39)iATHE
TR
sources(aoa,d)

st; st =

sources(,d )

step(st,,a) ~  step(st,,a) =

d
run(step(st;, ), @) ~run(step(st ;, @), ipurge(e, d)) =
d
run(st,,a o @) ~run(st,,a oipurge(a,d)) =

d
run(st,,a o @) ~run(st ,,ipurge(a o @, d))

(41)
(4 1) T3 0(39) AL
@ 4 dom(a) ¢ sources(aoa,d) i, HX(33)
GE
ipurge(a o @, d) = ipurge(a,d) (42)

sources(ar,d )

dom(a) ¢ sources(aoc @, d)=st, =~ step(st,,a)

(43)
A sources(a,d) < sources(aoa,d)
sources(aoa,d)
st, ~ st,, FTEA
sources(a,d)
st, =~ st (44)
sources(a,d )
step(st,,a) ~ st 45)
Pei, HRHEZ(38). :K(42). H(45), XT3 (39)
BEATHE S RS
sources(aoa,d)
st, ~ st
( ) sources(a,d)
= step(st.,a ~ st.
pisk ! (46)

d
= run(step(st,,a), @) ~run(st ,ipurge(a,d))
d
= run(st;,a o @) ~run(st ,ipurge(a o a,d))

HH=0(46) AT 15 (39 AT
A OQX M MBS, YFHKER

ntl B, BIPATAT NP aoa Ja, FNGBIAL,
AN AR . e B 2 R
2 a NI RERISAT TS, & a AER



14

FROIRAE: BT I SR AU i AR <73 -

G RATN drequesr L EIRER 2 (IEH], W]
LA 2], 85Kk d, 5 U5 FHE R d, A5G, 5T
PRI d, SWARDE d, AR, ABIRSRIK d X
P d, EAFARB T TR FEE, 2 a A5
FIAT A agcaware~ 28T 50 SHBHINI U 7] 42 fl] LU
AR arutesg S5 VT FIZ IR AT I, B RN K
3, d KNI d, ARSI T FrEL, &
SAAC YT [ 475 1] R 58 M A 3 SR I d R
N3, d, 724z o

5 SKRLERSHIESH

51 HiE&

DSR4 ) U 42408 2 2 R, AR S0k
F University"” . ACM™"' | Healthcare!"¥ FI
Appusage ™3 4 AN EHE AR Ay H0 0 G E F 5L )
AR, XEHIRELE ABAC. ReBAC. PBAC #ll
CAAC S5 Il 2 | B 20 1Y) SRR A2 40 S s 45 21 1
T2, ATHT A SAAC RS [ 42 L
248 HHEZ ) i) f A0 LL A SR ot b
REEN R AT 53 A B8 A s P 4
i 350 80% 20%. WIAKHE F T2 4805 4%
IS B At 7y E R Al ek s WU i = 8
5.2 ELZIRBShIER

NI A ST SAAC BT Uiy ) 42 )
W23 27 =) 45 Sk AT 4t % ABAC-LIL,
PBAC-X"'l, DTRM!" 1511 FB-CAACP"1iX 4 /M)
25 AR R R U 4240 D7 VA Ry R i A

AR EBHYEZ (TPR, true positive rate)«
fRFE M3 (FPR, false positive rate) 73 HI1EA
Al 8 30 3 47 BV I A U7 ) R0 ) R RR 78
a5 RO o A R POt bR, Rl B
BAERFE (ROC, receiver operating characteristic)
2R 25 A R T T A U ) AU e i )

(1) TPR

AR TPR AR AT SRR 5 R bR, &
ANAE SR B A8 SO VR VT iR) AR, 429 S
D o VF7 I AT B P o5 R A5 . TPR W) A T4
BIZIR N SR E AR, BIENITALEEA
T4 B AL BR 78 o Z2 R bR . TPR THE TN

TPR=TP/(TP+FN) 47)
X T BRSSO VRV IR B AT, 45 P

AHER SR VF U I, U FN=0, TPR=1, K/~
ATy, A ERDIAL . 50 UEER £ S VF
U7 0 T 42 4 B 45 0 00 5% 1 e Y S A R 8
if, TPR B2 FEAK, FAaMMBAAZ, Hik
PRAEH 0.

(2) FPR

ARICHF FPRAE N & B AL L 2 i e o »
FORERE B AR U5 R S, iz e AT
PRI ED F0Vr U5 i) A 0B P o B B9 . FPR W]
FA T A2 30 AU S5 BUR 75 88 A AR,
RIAE 9 PPAS BEAN R G 1 3k P 42 L 2 I F A o
FPR 1H5H 715N

FPR=FP/(FP+TN) (48)

T IE B AR LG ] A, MR AT
PRI AR 1B VG WIS, U FP=0, FPR=0, R/l
WA T FE A o 2450 A S 2 15 il 1T 5
B A3 R0 F0 VF U5 i) () S B 3G N, FPR B2
B, FoRHIONGE EERAL, HARRAE N 1.

(3) ROC HiZk

ROC HiZkHiiR 7 TPR (H\ALFR) A1 FPR (%
AR Z R R, HArEfisais iz~
(AUC, area under curve). &k )17 P4 A0 GEUE
FRRE

ROC 1 28 T i AR 3% 7 T i) 1E 51 HETE 57451
ROTEORER . BTl AUC 28, FoRFiEy
v 2 1) R0 D0 £ I B e

ROC £ () st ek 7 TPR E [ FPR 1%
AR s . AR T, TPR{ERFE#E FPR
(3G T SR IE . FTLL ROC  Hh 2RI i P ik
Uf, ME R BERLE, FonT2 3 AT vy a4 i
T RS PR 7 5 26 B A Ik PR A b e g I B

ROC HIZEIBEUSFESE S ik T TPR {EF# FPR
BN AR AL TE R  BAERAS R, TPR {H BB % FPR
(P3G I IR S I, A BB IE(H . ROC 4k
() BEUE AR BERR R, TUIERA P FPR. FF15 TPR )
s, ERRYZYE PSRV e S R0, BE AT
TRFF BRI B AL 2, SCAT SRAF 4 AL
PR 78 35 % .
53 SLIBEBSH

ACE Jeifiid i TR E S8 S
ROC MZMIX R, e TSN EMAE: HIX,



a4 I 1515 5 A 2 A

510 %

FIF ROC BHEEXTEL T SAAC Vi el ER 3238 7
TR R AR (U7 A U2 IR A SR, INIfILRG
S ESEAE TR SAAC i i 22 10 i) o B

53.1 BEREE e 5 ROC & X %

ARE IR E & /& SAAC iy [l #2512 38 5
PR FP-growth B0EMIN S8 R W 1
¥ 7T, ATHEnREHIEREREN
BEANT &, MAZAERB Ay “IE” B,
B IRAE & FEUEREIR T 15 e 45 ) B0 000 2 4 5
B IEARECRT H AR R0k £, BRI R s R
ROC MIZEM KB E R . 24 ¢ 7£[0.05, 0.1, 0.15, 0.2,
0.25]F, ik SAAC Uy [ 45 il ML 2 38 5 AE 4
ANFIELEPATFT1S ROC #HZRARML, FRETRE ¢
5 ROC #& KR 4 Fros.

SEIGZE R BIR, & /N, ROC #i 2R R Y AUC
K. (HIE, 2 e<0.1 0, AUC [t & kb Mt
KHBE A&, H ROC #IZ I T k5. 4
1, e=0.05 B, HANEIEHER ROC HIZk A
AUC 5 &=0.1 B % H I AUC {a$ziT, 1 A8

£E University. ACM A Appusage [f] ROC Hh%E
(e=0.05) #HIL 7PN, Bl ROC HiZkr) 5
WA, RH TPR (HEA e 4k FPR {4
BN R . X R H T Y ¢ BN,
FP-growth HE N (5L AR A 38 K, 22 = A T
% BRI T DAL, 85 215 BIELE I AUC
o H2Y e /NN, 38 RO 08 U A ek 3
K, BEAE TG UM AR (7 26 R R, AT k%
TH AUC HRKERE, mH B T RIEDES
{140 385 KT A R 388 o 0 00 42 i 0 B ()RR . 4
e>0.1 i), AUC B & ()38 in i 1Rk gak /b o 3X 2
T e MHHCK, FP-growth B3R 7] 0515 T Bk sk
b, MM FPR FRE. R, 7624 5% ys 42 52
o, R 0.1 BN e HIBARAE, REVSRIGE S
(1) AUC B, A7 45 il 5000 42 4 1 s (] FF 4
5.3.2 ROC ¥ &xtit

i ROC £k ml LAELEE SAAC 1 i 4
T 47% Hi 5 TR 5 5 A ABE TR 4% 9l B 45 0 D #) 5
. SAAC A 54 A ( ABAC-L.

1.0 1.0
0.9r 0.9r
N s
08F Ji/ 0.8} /
=~ =~ e
o o -
= i = —
0.7+ i 0.7F
/ ; ——¢=0.05
] . ----¢=0.10
0.6H o6kt £=0.15
f . 14 ——£=020
. ¢=0.25
05 . . . . ) 05 . . . . !
0 0.04 0.08 0.12 0.16 0.20 0.04 0.08 0.12 0.16 0.20
FPR FPR
(a) University (b) ACM
_________________________ 1.0
oz e
g ~ ,._)-./_'./_. e
o o
o o
= =
&=0.05 &=0.05
——-.e=0.10 ----¢=0.10
------- e=0.15 ceeeg=0.15
—— =020 —-—-¢=0.20
=025 ---£=0.25
0 0.04 0.08 0.12 0.16 0.20 0 0.04 0.08 0.12 0.16 0.20
FPR FPR
(c) Healthcare (d) Appusage

4 BUETBIME ¢ 5 ROC HIZK &
Figure 4 Frequent term threshold € and ROC curve



14 BAROREE: BT 37 BRI ) 2 ] AT <75 -
1.0
0.9r
0.8
o o
[=W [=W
= = |
0.7+ |
06Lr
05t . . . . . 0.5t . . . . :
0 0.04 0.08 0.12 0.16 0.20 0 0.04 0.08 0.12 0.16 0.20
FPR FPR
(a) University (b) ACM
1.0 1.0
0.9r
SAAC
—— ABAC-L
------- FB-CAAC
——-DTRM
i i PBAC-X
0.5 . L L ) ) 0.5 L L L ) !
0 0.04 0.08 0.12 0.16 0.20 0 0.04 0.08 0.12 0.16 0.20
FPR FPR
(c) Heahhcare (d) Appusage

K5 SAAC S5EELMALK ROC £ Lhiss R
Figure 5 Results of ROC curve comparison between SAAC and baseline model

PBAC-X.DTRM Fl FB-CAAC iX 4 /)] ROC
M g Rl s s . Hh, S8
B {H e=0.1.

(1) ROC HiZe F st AUC

SAAC X} M ROC Hh £ N T AUC fH e K,
DTRM (] AUC fH{XZ, PBAC-X. FB-CAAC Al
ABAC-L 1] AUC HAHX /N Se8e 4 R B
T RGAER, SAAC F23 B35 e 4241130
TUJE (1) ot o 3 o

(2) ROC Hh1ZE s i o

SAAC ] ROC HhZE st 5y, L TPR [l
# FPR M¥GhNm S 83% . DTRM. PBAC-X.
ABAC-L [ ROC HiZFfi# FPR 3K, TPR (¥
KRR T RMEES), eSS ACM H,
DTRM. PBAC-X. ABAC-L i Fl K R E )5
Y EFHERARGE R 1 FB-CAAC ) ROC #hZE H
Pl T BE#E FPR MUK, TPR Iifi N IEAIEN . 52
02K, SAAC 24 AU ) TPR  CRIEE]
AR R KR TR i,

(3) ROC HZEBEUSFEEE

SAAC 1) ROC £k (1) bk U 7% B f bf T
DTRM. PBAC-X. FB-CAAC 1 ABAC-L Z53:4
BLAYf ROC 25 BE U AR B AR R N~ 2% - SR 5
FRI, SAAC FZ4 IR AT LAZE AN R BH 14
R, RGE R MR, B AR BG4
BCEEER,  CATIRAF 5 A PR 75 %

IR LSRR, AT 4 MR,
SAAC ¥Z 4 FIT 45 1 U 1e] 428 i) B0 D) 23 & ROR e
KW T SAAC i [l 3 il KLU #2808 5 iEAE 32 =
FUU B PR 7S 55 2% . PO B R B b R AR &2
RETTMBAALS . H, SAAC I ALFE 5
T3 A 37 S A5 B 2037 5045 B U i £ ) B
W, R AR ¥5 Sk @tk . S R LR eI Zh &
G RSB RIEATRA GG, A A
JEYE. KRRZEEE, Ui 45 R0 R 58 0 R 3
PR L Feah A48, R R 55 R 15 38 T 42
s I AL R AR B . K, SAAC
U248 77 258 A AR 7 7 % . i R AL L &



- 76 - W2 55 (5 B 22 Al

510 %

fENPrli i br, B ENAE A, BBRE &
Fw s R RN, B 2% BRI A AL
BN &, i FE e 1123843 SAAC
HLI e Jo B

6 ZERIE

B SRR 2 RS A R sh S & (1
Vi R R OR, AR T Al R R
B RS FORIERINE, @EI TR TI R
vy Rl PR, R AR TARAEZE, JEi
ARALIE T T-IREIRIGAE 7 Fr s v 1n 425 A 2 1)
A, RS IR IE T SAAC BUNIHZE Ty
AR TRIFIIRCR . T — DR SU i 55
B3, IR SUR AL A R AR TINSE
S RAE RN A, DERTE SAAC MR
KRB FHET & PRI SURAIRE ST, W2 Hahds
D I K

EEP S

(1] 25, sk, WEE, & KRERV HEHeT 0] RN,
2017, (1): 72-91.

LI H, ZHANG M, FENG D G, et al. Research on access control for
big data [J]. Journal of Computer Science, 2017, (1): 72-91.

[2] SERVOS D, OSBORN S L. Current research and open problems in
attribute-based access control[J]. ACM Computing Surveys, 2017,
49(4): 1-45.

[3] CHEN X, GAO Y, TANG H, et al. Research progress on big data
security technology[J]. Scientia Sinica Informationis, 2020, 50(1):
25-66.

[4] ARTE, ERE, ks ST IXCURBRRITT RS S BORTT SO ).
W25 515 B e 4224, 2021, 7(6): 68-87.

GAO Z S, CAO L F, DU X H. Research progress of access control
based on blockchain[J]. Chinese Journal of Network and Infor-
mation Security, 2021, 7(6): 68-87.

[5] KAYES A S M, KALARIA R, SARKER I H, et al. A survey of
context-aware access control mechanisms for cloud and fog net-
works: taxonomy and open research issues[J]. Sensors (Basel),
2020, 20(9): 1-34.

(6] i, #hogey, F48, S FETIREEY M ABAC ViRl 42 5

W% 9 B A R[] 85 %43, 2020, 41(12): 8-20.
LIU A D, DU X H, WANG N, et al. Automatic Generation tech-
nology of ABAC access control policy based on deep learning [J].
Journal on Communications, 2020, 41(12): 8-20.

[7] BAMERK, FL24:, FCIR, 5. FET GNN SUEZ: I 1 vy 45

RATMITVET]. M2 515 2428, 2022, 8(5): 40-55.
SHAN D B, DU X H, WANG W J, et al. Access control relation-
ship prediction method based on GNN dual source learning[J].
Chinese Journal of Network and Information Security, 2022, 8(5):
40-55.

[8] PARK J, NGUYEN D, SANDHU R. A provenance-based access
control model[C]//Proceedings of 2012 Tenth Annual International
Conference on Privacy, Security and Trust (PST). 2012: 137-144.

[91 AKAICHI I, KIRRANE S. Usage control specification, enforce-
ment, and robustness: a survey[J] 2022, arXiv: 2203. 04800[04.23
2023].

[10] BERTINO E, BONATTI P A, FERRARI E. TRBAC: A temporal
role-based access control model[C]//Proceedings of TISSEC2001.
2001: 191-233.

[11] BERTINO E, CATANIA B, DAMIANI M L, et al. GEO-RBAC: a
spatially aware RBAC[C]//Proceedings of the 10th Symposium on
Access Control Models and Technologies. 2005: 29-37.

[12] CHANDRAN S M, JOSHI J B. LoT-RBAC: A location and
time-based RBAC model[C]//Proceedings of the International Con-
ference on Web Information Systems Engineering. 2005: 361-375.

[13] ASIM Y, MALIK A K. A survey on access control techniques for
social networks[M]. Information Diffusion Management and
Knowledge Sharing. 2020: 319-342.

[14] BUI T, STOLLER S D. A decision tree learning approach for min-
ing relationship-based access control policies[C]//Proceedings of
the 25th ACM Symposium on Access Control Models and Tech-
nologies. 2020: 167-178.

[15] BUI T, STOLLER S D, LE H. Efficient and extensible policy min-
ing for relationship-based access control[C]//Proceedings of the
24th ACM Symposium on Access Control Models and Technolo-
gies. 2019: 161-172.

[16] KAYES A S M, RAHAYU W, DILLON T, et al. Context-aware
access control with imprecise context characterization for cloud-
based data resources[J]. Futur Gener Comp Syst, 2019, 93: 237-255.

[17] KAYES A S M, HAN J, RAHAYU W, et al. A policy model and
framework for context-aware access control to information re-
sources[J]. Comput J, 2019, 62(5): 670-705.

[18] BERTOLISSI C, HARTOG J D, ZANNONE N. Using provenance
for secure data fusion in cooperative systems[C]//Proceedings of
the 24th ACM Symposium on Access Control Models and Tech-
nologies. 2019: 185-194.

[19] YUY, XIA T, WANG H, et al. Semantic-aware spatio-temporal app
usage representation via graph convolutional network[J]. Proc ACM
Interact Mob Wearable Ubiquitous Technol, 2020, 4(3):
101:101-124.

[20] CHAKRABORTY S, SANDHU R. Formal analysis of ReBAC



14

FROIRAE: BT I SR AU i AR <77~

policy mining feasibility[C]//Proceedings of CODASPY '21. 2021:
197-207.
[21] FAN X, ZHANG F, SONG J, et al. A fine-grained policy model for

provenance-based access control and policy algebras[J] 2020, arXiv:

2001.01945, 2023.

[22] GROUP N B D P W, SUBGROUP D A T. NIST big data interoper-
ability framework: volume 1, definitions[R]. 2019.

[23] GROUP N B D P W, SUBGROUP D A T. NIST big data interoper-
ability framework: volume 2, big data taxonomies[R]. 2019.

[24] 2%, 32N, KEHE RG] hERY: E8R,
2015, 45(1): 1-44.
LI X L, GONG H G. A survey on big data systems[J]. SCIENTIA
SINICA Informationis, 2015, 45(1): 1-44.

[25] ARSHAD H, JOHANSEN C, OWE O. Semantic attribute-based
access control: a review on current status and future perspectives
[J]. Journal of Systems Architecture, 2022, 129: 102625.

[26] KAYES A S M, HAN J, COLMAN A. ICAF: a context-aware

framework for access control[M]. Information Security and Privacy.

2012: 442-449.

[27] KAYES A S M, RAHAYU W, WATTERS P, et al. Achieving secu-
rity scalability and flexibility using fog-based context-aware access
control[J]. Futur Gener Comp Syst, 2020, 107: 307-323.

[28] KAYES A S M, HAN J, COLMAN A. An ontological framework
for situation-aware access control of software services[J]. Infor-
mation Systems, 2015, 53: 253-277.

[29] MCINTOSH T, WATTERS P, KAYES A S M, et al. Enforcing
situation-aware access control to build malware-resilient file sys-
tems[J]. Future Generation Computer Systems, 2021, 115: 568-582.

[30] CORRADI A, MONTANARI R, TIBALDI D. Context-based ac-
cess control for ubiquitous service provisioning[C]//Proceedings of
the 28th Annual International Computer Software and Applications
Conference (COMPSAC’04). 2004: 444-451.

[31] BUI T, STOLLER S D, LI J J. Greedy and evolutionary algorithms
for mining relationship-based access control policies[J]. Computers
& Security, 2019, 80: 317-333.

[32] IYER P, MASOUMZADEH A. Active learning of relation-
ship-based access control policies[C]//Proceedings of the 25th
ACM Symposium on Access Control Models and Technologies.
2020: 155-166.

[33] KAYES A S M, HAN J, COLMAN A, et al. ReIBOSS: a relation-
ship-aware access control framework for software services
[MJ/MEERSMAN R, PANETTO H, DILLON T, et al. On the
Move to Meaningful Internet Systems: Otm 2014 Conferences.
2014: 258-276.

[34] SUN L, PARK J, NGUYEN D, et al. A provenance-aware access
control framework with typed provenance[J]. IEEE Trans Depend-
able Secur Comput, 2016, 13(4): 411-423.

[35] NGUYEN D, PARK J, SANDHU R. A provenance-based access

control model for dynamic separation of duties[C]//Proceedings of
2013 Eleventh Annual Conference on Privacy, Security and Trust
(PST). 2013: 247-256.

[36] CHAKRABORTY S, SANDHU R. On feasibility of attribute-
aware relationship-based access control policy mining[M]//Berlin:
Springer. Data and Applications Security and Privacy. 2021:
393-405.

[37] HU V C, FERRAIOLO D, KUHN R, et al. Guide to attribute based
access control (abac) definition and considerations: NIST special
publication 800-162[S]. 2014: 1-37.

[38] KAYES A S M, HAN J, COLMAN A, et al. A semantic policy
framework for context-aware access control applications[C]//Proc-
eedings of 2013 12th IEEE International Conference on Trust, Se-
curity and Privacy in Computing and Communications. 2013:
753-762.

[39] KAYES A S M, RAHAYU W, DILLON T. An ontology-based
approach to dynamic contextual role for pervasive access con-
trol[C]//Proceedings 2018 IEEE 32nd International Conference on
Advanced Information Networking and Applications. 2018:
601-608.

[40] MOREAU L, CLIFFORD B, FREIRE J, et al. The open prove-
nance model core specification (v1.1)[J]. Future Generation Com-
puter Systems, 2011, 27(6): 743-756.

[41] MISSIER P, BELHAJJAME K, CHENEY J. The W3C PROV
family of specifications for modelling provenance metada-
ta[C]//Proceedings of the 16th International Conference. 2013:
773-776.

[42] BATRA G, ATLURI V, VAIDYA J, et al. Incremental maintenance
of ABAC Policies[C]//Proceedings of the Eleventh ACM Conference
on Data and Application Security and Privacy, 2021.

[43] SHAN D, DU X, WANG W, et al. GNN-based method for pre-
dicting access control relationships for big data[C]//2022 2nd Inter-
national Conference on Computer Science, Electronic Information
Engineering and Intelligent Control Technology (CEI). 2022.

[44] HAN J, PEI J, YIN Y, et al. Mining frequent patterns without
candidate generation: a frequent-pattern tree approach[J]. Data Min-
ing and Knowledge Discovery, 2004, 8(1): 53-87.

[45] HUANG H, FU Y, HU J, et al. Research on distributed dynamic
trusted access control based on security subsystem[J]. IEEE Transac-
tions on Information Forensics and Security, 2022: 1-15.

[46] RUSHBY J. Noninterference, transitivity, and channel-control
security policies[R]. 2005.

[47] WANG X, JI H, SHI C, et al. Heterogeneous graph attention
network[C]//Proceedings of The World Wide Web Confer-
ence(WWW '19). 2019: 2022-2032.

[48] TU Z, LIR, L1, et al. Your apps give you away distinguishing
mobile users by their app usage fingerprints[C]//Proceedings of the
ACM on Interactive, Mobile, Wearable and Ubiquitous Technologies.
2018: 138:131-123.



+78 . W 2% 545 B 2 ARk 10 %

[49] KARIMI L, ALDAIRI M. An automatic attribute based access Fzig (1981- ) , 2L, A EEESEE A,
Wt FEETRERYYHE, EEIRIT

AR 24 NP

control policy extraction from access logs[J]. IEEE Trans Dependa-
ble Secur Comput, 2022, 19(4): 2304-2317.

[50] SANDERS M W, YUE C, ACM. Mining least privilege attribute
based access control policies[C]//Proceedings of 35th Annual Com-

puter Security Applications Conference (ACSA). 2019: 404-416.

[fEE M)

EH 1980- ) , %, WvHIRH A, 1E
+, BRIERERBEE, FEHRFTTH
MEBRF A, KEEAX 24,

BRI (1982— ) , H, JdLHREEA,
FERIMBREREAIZ, FERF TN
KRz L. FERE. WL,

e (1968- ) , L, WEHZ A,
i+, FERITEREE. AT,
FEMATEANEE RS 4. KidE
X Yo 224

X|EGE (1992—- ) , B, BRIFEAN,
Wt, FE TSN, FEMAETT
PSP €/ o




